International Journal of Management, IT & Engineering

Vol.9 Issue 3, March2019,

ISSN: 2249-0558 Impact Factor: 7.119

Journal Homepage: http://www.ijmra.us, Email: editorijmie@gmail.com Double-Blind
Peer Reviewed Refereed Open Access International Journal - Included in the International Serial
Directories Indexed & Listed at: Ulrich's Periodicals Directory ©, U.S.A., Open J-Gage as well as in
Cabell’s Directories of Publishing Opportunities, U.S.A

A CRITICAL STUDY ON CYBER SECURITY IN IT
ORGANIZATION

Dr. Jeevan Prasad Adhikari”

Abstract:

Cyberspace has turned out to be the "Wild West" of business opportunities for businesses. The explosion of development
opportunities has additionally produced substantial cyber insecurity for this kind of businesses. Big companies hold the
finances as well as information to control cyber security risks with the capability to employ industry experts to offer
engineering and assistance to deal with issues on a big business scale. IT Industry, on the opposite hand, lacks the
funding, expertise, along with human capital to enough protect itself against the different criminals. This specific analysis
analyzes ways for several of the main categorical trouble for IT looking to control cyber security risks without actually
big investments in just extremely specialized remedies including community policing for wide cooperation within
industries, cyber hygiene, and cyber insurance. In this particular analysis 3 major sizes are deemed as well as current
situation concerning cyber security capacity building in IT Sector was examined. The writer assessed the present situation
by looking into neighborhood papers and doing a survey serotonin and Cyber Security professionals.

I. INTRODUCTION

Cyber security is described as solutions as well as procedures designed to safeguard computers, computer hardware,
software, data and networks from unauthorized access, vulnerabilities supplied by Internet by cyber criminals,
hackers and terrorist groups. Cyber security is regarding protecting the online of yours as well as community based
electronic info and equipments from unauthorized access and alteration. Web has become not just the cause of info
but additionally has established as a place whereby we do business, to promote and promote the items of ours in
different types, speak with our retailers and clients and do the monetary transactions of ours. The web provides a lot
of advantages and offers us chance to market the business of ours throughout the world in minimum charges and in
less human efforts in extremely short span of time. As web was never constructed to monitor as well as trace the
actions of users. The web was essentially constructed to link autonomous pcs for source sharing and also to make a
typical platform to society of researchers. As internet provides on the one hand enormous number of benefits and on
the flip side it likewise offers equal opportunities for hackers and cyber-terrorists. Terrorist groups as well as the
supporters of theirs use web for a broad range of reasons like collecting dissemination and info serotonin for terrorist
objective, recruiting new terrorists, funding attacks and also in order to encourage acts of terrorism. It's frequently
utilized to facilitate communication within terrorist groups as well as dissemination and gathering of info for
terrorist reasons.

The subject of cyber security or perhaps quite insecurity in cyberspace is a favorite subject in the press. The majority
of the attention has centered on high profile data breaches as well as government mandates with very little attention
to potential solutions for mitigating these kinds of issues. At present, the authorized framework for controlling
cyberspace is poor (such as the Council of Europe's Cybercrime Treaty) with many organizations depending on
proprietary methods to cyber security. In the private sector, big companies have the information as well as money to
control its personal cyber security risks as well as policies and reply to incidents. Nevertheless, IT Industry are not
as likely to get the exact same kind of information as well as budget to control their cyber security risks efficiently
while they're very likely to be targeted by criminal hackers. Businesses are going to have to continue to count on
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proprietary methods for cyber security even though the general framework to manage cybercrimes as well as cyber
security is formulated.

A) Cyber Attacks

Cyber hits is a procedure by which a person or maybe group of people attempting to use a program illegally to
exploit info or information. Disruption of authenticity or integrity of data or maybe info is termed as computer
system episode or even cyber attack. The malicious code created because of this job alters the reasoning of the
system and performs particular unwanted pursuits. The procedure for hacking consists of the scanning of the web to
get the devices which have terrible security management and looking for systems that are mis configured. After the
hacker infects the device, he/she can remotely operate the infected program and also the instructions may be
delivered making the device to act like a spy for the assailants which can be utilized to interrupt the services of
another methods. The hacker is going to expect the infected phone system to have some flaws like bugs in software,
lacking in antivirus, system configuration that is flawed so that other methods could be infected from this product.
Cyber attack aims to take or maybe hack the info of any government or business offices. Various varieties of cyber
attacks are

Virus

Malware, Trojan horse as well as Worms
Zombie and Botnet

Scareware.

Cloud Computing episodes and

Social Network Attacks

Attackers work with various methods to record information. They contain

e Unauthorized access to secured information.

e Disabling of method Logs.

e Software modification by the Intruders

e Installation of Malicious Software

e Active probes for brand new devices by Infected Systems

The key reasons behind these attacks are budget cuts, absolutely no correct protection of community programs,
cloud computing, heterogeneous targets and fixed system. Cyber attacks could be classified based on the behaviour
of theirs also.

B) Problem of Cyber Security in IT

The IT risk landscape is starting to be more complicated with the growth of advanced threat variants daily. The
cyber risks which had been previously limited to cash pilfering have transformed unattractive with the
energetic participation of express sponsored from hacktivism to present serious risks to federal governments as
well as companies. Cyber terrorists are quickly shifting the focus of theirs towards strategic industries as well
as vital infrastructure to take down the nations by triggering lethal damage. Cyber weapons are now being
employed to take the crucial industries to a standstill. Thus, the security of vital infrastructure will be the
biggest obstacle in front of enterprises throughout the globe. Regrettably, India, and that is constantly on the
radar on the cyber wrongdoing syndicates has miserably a lesser amount of attention on this essential issue.

Il. REVIEW OF LITERATURE

Dorman, (2015) Process management incorporates IT audit, management of methods, governance frameworks, and
greatest practice. The final basic is technology, plus it includes competence or help process. Integration of the 3
main techniques to cyber security is the reason why a company cyber secure. Technology is the main aspect in
achieving the best cyber security. Cyber security programs consist of the use of antivirus programs, anti-spyware
and data encryption. Based on the cyber essentials, the business groups shouldn't just identify the price of
application to guard the database of theirs from malware but also think about the price of losing probably the most
helpful info.

Cybersecurity info Sharing Theory - Rosenzweig and Inserra (2014) - The concept consists of the demands that
administrators should explain what information sharing is and just how it really works to target actual privacy
concerns overcoming lack of loyalty. Information sharing between business to run quickly and in both directions
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between the authorities and also the private sector. It allows the private sector must be supplied with legitimate,
freedom of info, and regulatory protections for sharing info. It advocates for broad info sharing to ensure
government organizations have the info they need to be able to stop attacks and cybercrime.

Cyber-terrorism IR Theory - Petallides (2012)This theory calls for realizing the web is a realist security design
that is ungoverned. It describes howto safeguard networks in an atmosphere where allies can't be completely trusted.
It recommends for finding of much better ways of keeping important information through focusing on mitigation of
data breaches and also cyber attacks.

Giacomello and Eriksson, (2006)This theory analyzes impacts of the info revolution on cybersecurity and for
clarifies the difficulties of the revolution. These relevant questions are initially answered by an important review of
previous studies. The theory pays interest to ICT related protection problems and also scrutinizes realism, liberalism,
in addition to constructivism schools of consideration in regard to what they could say about cybersecurity in this
particular contemporary digital age. The concept suggests pragmatism as being a bridge to the gap between practice
and theory, and also to conquer the dualistic, contending dynamics of international relations theories.

The Willie Sutton Theory of Cybersecurity - Produced from interview response of William Francis' Willie'
Sutton, a bank robber to who the declaration that he robs' banks because that where money is' is linked (Bamrara,
&Rathore, Jamba, 2015). Servers and storage products which control and safeguard the great bulk of a business's or
maybe federal agency's information are targeted due to the information inside them. This entails a three step process
for much better segmentation of high value assets through; adequately understanding your personal computer
atmosphere, producing a segmentation model which ring fences high (value assets), and also producing a zero trust
model for high value assets.

I1l. OBJECTIVES OF THE STUDY

e To study cyber attacks in IT Companies
e To study the current state of cyber security in various aspects of IT
e To study the three dimensions regarding cyber security capacity building in IT Sector

IV. METHODOLOGY
A) Research Design

Online questionnaire, Google types have been used to do the survey. For data collection, the writer prepared a
questionnaire survey working with Google questionnaire and then delivered it with the IT which security experts. A
web based questionnaire was selected as it allows time saving than distributing the survey in printed form.

B) Collection ofdata

For data collection the writer prepared a questionnaire survey and then delivered it with the IT which security
experts in Azerbaijan. The writer followed Delphi technique that had been developed to be able to get most
dependable opinion understanding of a team of specialists by engaging them to a number of questionnaires complete
analysis with controlled opinion feedback.

C) Sample Size

In this paper we have considered total 80 sample size.

D) Sample Technique

The writer followed Delphi technique that had been developed to obtain- Positive Many Meanings - the best
dependable opinion understanding of a team of specialists by engaging them in a number of questionnaires in depth
analyses with controlled opinion feedback.

V. RESULTS & DISCUSSION

A) Demographic data onparticipants

As it had been discussed previously, following the Delphi technique the questionnaire have been sent to roughly
eighty specialists serotonin Organizations to collect their feedback. fifty of those participants are cyber security
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experts as well as info technologies experts that are working in IT businesses. The profession of theirs varies: cyber
security professionals, cyber security heads, cyber security managers, lawyers in the area of other professionals and
information security are from various regions of info solutions. Hence, thirty cyber security professionals and fifty
additional IT experts participated in this survey.

No of Participants

H Cyber
Security
Experts

mIT
Professional

FIGURE 1: NO. OF PARTICIPANTS
B) Dimension Analysis

Stability:Access to cyberspace is growing faster compared to the frameworks and businesses that nations work with
to help it. This development in access is positively received in the developing nations as it allows for a lot more
individuals to link to cyberspace and the Internet, which is viewed as a to increase the economy. It's important for
any nation in question to possess a clear knowledge of its own features and equally of what must be strengthened.

IT protection along with other IT experts state that the current capacity in 24 % serotonin organizations is sufficient
to create a cyber security team. However 23 % of the experts disagree with this particular statement. 25 % of the
responders highly concur that the group they work is able to get a group for cyber security and also only 5 % of
them strongly don't agree with this particular.

The existing infrastructure of
your company is enough to
develop a cyber security team

5 H Agree

W Disagree
Neutral
20 m Strongly Agree

m Strongly Disagree

FIGURE 2: EXISTING INFRASTRUCTURE OF YOUR COMPANY IS ENOUGH TO DEVELOP A CYBER
SECURITY TEAM

Legislation: American states have the job to take steps in the legal or regulatory area to describe, improve, and
enforce domestic laws associated cyber crime. In this particular context, governments likewise have the duty to
advertise the interoperability over the legal frameworks produced by various other nations.

Essentially, the policy argument should be done naturally from everybody in public. This's something where
transparency is created not just by holding info from the public (with an intent it will compromise the business
system or perhaps notify criminals about loopholes) but also via the generality of legislative proposals and problems
so widen and incomplete then, it becomes not possible to realize what powers are given and also the reasons they'll
be utilized.
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22 % of the industry experts agree that the current legislative frameworks within their businesses are plenty for
creating cyber security capability and 10 % of the responders are certain about this particular. On another hand, 27
% of the professionals disagree with this declaration.

The present legislative
frameworks of your company is
fullfilling the need of cyber

security capacity
10 2 W Agree
M Disagree
21 Neutral
W Strongly Agree

m Strongly Disagree

FIGURE 3: LEGISLATIVE FRAMEWORKS

Resources:When about investment in cyber security against some other company needs, senior management must
think about the general amount of cyber threat, their agency's contact with such risks, moreover the possibility
whole-of-business cost which may be incurred whether a major cyber event had been to happen on the community
of theirs. The expense of compromise is almost definitely more expensive compared to preventative measures.

Many countries don't have information to create whatever they have to create and secure capacities in cyberspace.
Implementing frameworks and also infrastructure is of use that is minimal in case the receiving country doesn't
possess the capability to keep it.

58 % of the pros, who answered the survey for the present research suggest that the current financial information of
the businesses are sufficient to develop cyber security capacity building, improve the abilities of current workers and
also defend the business.

The present financial resources
of company are prepare to build

capacity
11 3 H Agree
‘ M Disagree
21 Neutral
M Strongly Agree

M Strongly Disagree

FIGURE 4: FINANCIAL RESOURCES
VI. CONCLUSION

In this particular paper, we've precise regarding the dynamics of cyberspace and defined the cyber security with the
necessities of its throughout the globe. Significant statistics show India stands on position that is third in the use of
internet as well as experiencing the issue of cyber security. We've additionally explained different techniques of
cyber attacks and also showed the way the sites hacking incidents are routine and growing with time anywhere. The
writer has centered on 3 major instructions in re-search and in giving useful option of Cyber Security within IT
Industry. The usefulness of these dimensions which was designed as well as applied worldwide is visible in real life
encounters.
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