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Abstract:

In addition to billions of Web pages indexed by search engines, the Web also contains a large
number of databases whose contents is 500 times larger than Surface Web and are only
accessible through query interfaces. This type of web is known as Hidden Web. Its content is out
of reach of traditional search engines and its growth is increasing at extraordinary rate. To search
the hidden web data, one has to fill these HTML forms manually. That’s why Search query
interfaces are considered as entrance to Hidden web databases. So, to explore the Hidden Web,
we must explore its entrance first. Many different integration solutions have been proposed so
far. This paper proposes a technique to detect and construct an integrated query interface that
integrates a set of web interfaces over a given domain of interest. This interface is used to fire the
queries over various search interfaces of hidden web sites. The proposed strategy does that by
focusing the crawl on a given topic i.e by wisely looking at domain ontology which leads to

pages that contain domain specific search forms.

Keywords: Hidden web (deep web), search query interface, Hidden web crawler, Domain
Ontology.

INTRODUCTION:

Search query interfaces act as entry points to the Hidden web which contains substantial amount
of high quality structured data. This data is out of reach of traditional search engines. The
traditional search engines use inverted index as a data structure to index the web data and
keyword interface to retrieve the data. But, surfacing the Hidden Web is more difficult task in
many respects. First, the index structures for the hidden web deal with the structured data as well
as the large volume of data. Second, the Search query interfaces often have more than one
attribute and require their respective values to be submitted. For data sources with multi-attribute
interfaces, multiple attributes and their respective values should be stored and the resulting

HTML pages should be added into a deep web search engine index.
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For instance, suppose a user wants to search some information (say price of a used car) hidden

behind a search interface on a site. The user needs to follow the following steps.

He/ She has to discover the URLS of the used car sites.
Visits homepages of all this kind of web sites.
Send queries through HTML forms.

Extract the relevant information from the result web pages.

O R ORI O

Compare or integrate the results from multiple sources.

Two examples of search query interfaces are shown in figure 1. User has to fill the fields of these

types of forms and then he/she will get the result pages.

Buy Used Car | Sell Your Car | Used Car Valuation = Ky Lisfing = Alerts SetByMe | Dealer Showrooms Buy Used Cars & Bikes

Search Used Cars | Second Hand Cars ~Prfie - O Cors LT
Select Make
Make ~Any- v Model Al =
Select Model
Budget (Rs.) ~Any- ¥ to A~ ¥ City ~Any- ¥ All P
: Select City
Show H v All e
Search P Advance Search

Fig 1: Search interface Examples

Therefore, there arises the need for new information services that can help users to find the
information in integrated form. To minimize user effort, the problem of automatically interaction

with information sources in the Hidden web is explored in this paper.

The paper has been organized as follows: Section 2 describes the proposed work that detects and
extracts the search query interfaces, by looking at domain word, attributes and their synonyms in
the source code of the web page. If these are present then this means this interface is search
interface of our interest. The section also compares the efficiency of proposed method with the
previous one [1]. Section 3 constructs an unified search interface by accumulating query
interfaces to the Base interface. Section 4 draws the conclusion and describes the future

research.
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Proposed work:

A search query interface allows a user to search some set of items without altering them. The
user enters a query, by typing or selecting options, to describe the items of interest. Results might
be a page linking to items, a page containing items or a single page. The items found should
match the query. The majority of search interfaces on the Web are HTML forms. Therefore the

problem is: given a URL List, find all HTML search interfaces (search forms).

This proposed architecture automatically detects the domain specific search interfaces by looking
the domain ontology for particular domain in the source code of web page. The framework is

shown below in figure 2.

Interface Detection & Unification

Form Filter
—— | 4——| Webpage 4—| URL Analyser |<—| URL List
4

A landAr

Links
| - b
Form v >

Search

interface
Sample I Domain
[ PR, r\n{-hlnn-”
Unclassified Ontology ,I:: Domain Wise Merger ::I
documents matcher ¢

[ ISI(D1) ][ ISI(D2) ]

\ 4

A 4

Fig 2: Interface Detection and Unification Architecture

Building Domain Ontoloqy:

Domain ontology can be defined as information architecture in a specific domain [10]. It
provides a structured way of describing knowledge. It also defines the concepts about Web page
categories and their hierarchical relationships. Ontology is a specification of conceptualization

that is description of concepts and their relationships[10]. Ontology is composed of concepts,
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attributes and the relation among concepts. Concept is anything that can be described. It can be a
real, assumed, concrete or abstract. A concept in ontology can be described by the attribute
values. “The main function of ontology is to provide the knowledge base needed for the
classification of search results [6]. Organizing search results into hierarchical structure can help

users navigate, seek and find more quickly information they are looking for.

Since Hidden Web is a huge repository for all domains, we confined our research to car domain.
To build the ontology in this domain, used car keyword is pushed into the search box of Google

and result index is extracted as shown in figure 3.

used cars Search

Adboi 322,000,000 resuls (315 seconds =0 0 Google com  Aduanced ssarch

ELI II'I.. USEE| CEH’S |_3 oking for a 4x4% | chevrolet.co.in s

uy/Sell Cars & Get E st _.=_=|I
s guikr com/Used-Cars-Classifieds

Best Used Cars Available - Largest Stock Of Used Cars In India
i ose From Individual/Dealer Cars!
carwzle com/Used-Cars

Used Cars - Second HEI'I d ':EFS Used Cars in India. Buy Used Cars ...
21 May 2011
used cars in I

=lhi c:m_._-“_ snd

o.comJusedCars - Cached -

w Cars, Used Cars. Car Pric es5. R-— Vi
Vale® - India's favourite car portsl.

ews & Photos in India - CarWale
=w and used cars, ouy or s=ll your car,

Cars. Used Cars. I
Used cars, trudes, snd

Fig 3 Google results for used cars

Attribute Extraction:

Out of large set of results, 4 sites are taken randomly as sample documents. These sites are
downloaded to extract the search attributes. Algorithm for extracting the attributes in given

below in figure 4.
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Fig 4 : Algorithm for

Algorithm1 atrr_extract(URL List)

1. Alist=¢ and i=0;

2. Pick URL one by one from URL List

2. x=document.getElementsByTagName("select");

// reach upto the point where select is present.

A

ttribute Extraction

This algorithm works by taking the URL one by one from the list. Because all the attributes of
search form are proceeded by tag <select>, attributes can be extracted by extracting the text
value (innerHTML) followed by that tag. The output of this phase is given in table 1.

Table 1 Extracted Atrribute list

Website Attribute list
Www.autonagar.com make, model, city
www.carwale.com make, model, city, price
www.gaadi.com Make, model, budget, city
www.cartradeindia.com Brand, model, state, city

Interface Detection and Extraction:

To detect and extract search query interfaces, an algorithm haven below in figure 5 has been
proposed which looks for the synonyms of domain word and also the synonyms of attributes of

sample form. To find the synonyms, wordnet (online dictionary) is used[12].
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WordNet is a lexical database for the English language. It groups English words into sets of

synonyms called synsets, provides short, general definitions, and records the various semantic
relations between these synonym sets[12].To make the onology, we have used this dictionary
and synonyms are extracted and a list is made for each attribute. Synonyms for make are shown
in figure 5. | | | |

= WordNet Search - 3.1 - Total It Selutions
@ = - |g‘ princeton.edu hd

Fil=  Edit VWiew Favorites Tools  Help

fj‘ Favorites _# Wordhet Search - 3.1

WordNet Search - 3.1

Word to search for: |make | search wWordNet |

Display Options: | (Selectoption to changs] |+ l Change l

e v o

Key: "S" = Show Synset (semantic) relations, "W:" = Show Word (lexical) relations
Display options for sense: (gloss)

Noun

+ S (n) brand, make {a recognizable kind)
+ S (n) shuffle, shuffling, make (the act of mixing cards haphazardly)

Fig 5 synonym list for make from wordnet

For make, the synonyms are (brand, shuffle) .Similarly for model, synonyms are (framework,
example, role model, poser etc.), for price list is (Price, monetary value, cost) and for city .

(metropolis, urban centre) is the list.

Ontology Table:

To make the domain ontology repository, synonyms from the wordnet dictionary are collected
along with the attributes from all 4 sites and are stored in database as shown in Table 4.2.
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Table 2 Ontology table

Atrribute(ai) | Synlist

Make Select make, brand

Model Model, framework, example, poser
City City, cities, metropolis

Price Price, range, budget

Algorithm for Interface detection is given below in figure 6.

Algorithm Interf_detect2(URL List)

1. Pick one by one URL from URL list

2. Check for the string login or registration or signup in URL
If (present) Then “ it is a login/ registration form”; discard URL and Go to step 1 .
Else Goto step3.
3. Download the source code and save.
4.  check the source code for tag <form> and </form> /I Form analyses
if (present) Goto step 5
Else “Itis a simple web page”. Goto step 1.
5. check source code /I Search interface analysis
if (input-type="login” or “registration” or” sign up”)or (having password control )
then Goto step 1.
Else Goto step 6.

6. if the htmlsrc.Contains("make")|| htmlsrc.Contains("brand") &&
htmlsrc.Contains("model")||htmlsrc.Contains(“framework")||htmlsrc.Contains(“example™)
|[htmlsrc.Contains("models™)  && htmisrc.Contains(“city") || htmlsrc.Contains(*cities") &&
htmisrc.Contains("search") && htmlsrc.Contains("price") || htmlsrc.Contains("cost") I
htmlsrc.Contains("budget”) | htmlsrc.Contains(*range") && htmlsrc.Contains(“'car™))||

htmlsrc.Contains("used car") || htmlsrc.Contains("submit™) ||htmlsrc.Contains(*"search™)

then Goto step 7.

Else Goto step 1.

7. Make a list of URLSs i.e the list of web search interfaces
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Efficiency of proposed algorithms:

There are two widely used metrics for evaluating the correctness or accuracy of algorithms.

These are Precision and recall. There are four ways of being right or wrong:
1. TN/ True Negative: case was negative and predicted negative

2. TP/ True Positive: case was positive and predicted positive
3. FN/ False Negative: case was positive but predicted negative

4. FP / False Positive: case was negative but predicted positive

Precision is defined as fraction of retrieved documents that are relevant to the search. High

precision means that everything returned was a relevant result.

tp
tp+ fp

Precision=

Recall is defined as fraction of documents that are relevant to the query that are successfully

retrieved. In even simpler terms, a high recall means you haven't missed anything.

tp
tp+ fn

Recall=

Accuracy:

tp+1tn

Accuracy=
tp+tn+ fp+ fn

Table 3 summarizes the efficiencies of the first method that is proposed earlier [1] and the

proposed method.

Table 3: results for two algorithms

Algo tn Tp Fn fp | Precision | Recall Accuracy
L 9 10 L. 2 | 83% 90% 86
B 12 10 0 0 | 100% 100% 100%
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Unification of Interfaces:

Structured websites tend to publish different product features and properties. For example
product car has following properties (make, model, city, year, price). Website wl want to give
(make, model, city, year, price) fields in the search form, website w2 may select make, model,
city only. There would not be problem with user, but problem is for someone who collects and

compiles this information.

There is no proper solution for this. We can take the union of two attribute list like (make,

model, city, year, price) U (make, model, city) = (make, model, city, year, price).
For the experimentation purpose, we have chosen 4 sites and the attributes are:

Table 4 Attribute list from different websites

Website Attribute list
Www.autonagar.com make, model, city
www.carwale.com make, model, city, price
www.gaadi.com Make, model, budget, city
www.cartradeindia.com Brand, model, state, city

Unified list of attributes:

(make, model, city) U ( make, model, city, price) U (Make, model, budget, city) U ( Brand,
model, state, city) = (make, model, city). After getting the unified list of attributes, ontology

table i.e table 2 is again modified as shown in Table 5.

Table 5: Ontology table2

Atrribute(ai) | Synlist

Make Select make, brand

Model Model, framework, example, poser
City City, cities, metropolis

Price Cost, range

Year yr
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An algorithm for the method of interface unification is given below in figure 7.

Algorithm for Unification of Interfaces:

Algorithm Unif_interf (URL List)

1. For each URL in URL List U1,U2,....... Un

2. NAlist = atrr_extract(Ui);

3. For each attribute from NAlist nal,na2,...na(i), na(n) repeat step 4.
4, if na(i) = a(i) in Table 4.2

then rename na(i) with a(i) and GOTO step 5.
else exit;

5. Display the list of attributes and form a new search query form.

This algorithm works by taking URL one by one and extracting the attributes from all websites.
If the attribute from particular website matches with the attributes from the ontology table 2 then
the unified interface will have the attribute with the same name as in ontology table and if the

attribute is not present then it will be added to attribute list.

Experiments and results:

For experimental purpose, we have taken 22 sites of used car domain and made a crawler in C#.
This crawler returns “valid” message if the site contains search interface and displays “invalid “

message it does not. Results are shown in figure 8 and it shows 100 % results.
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link status
http:/ fwww.carwale.com/used/search.aspx valid
http:/ fwww.gquikr.com/ invalid
http:/ fwww.carsalesindia.com/buycars/usedcars/ valid
http:/ fwww.cardekho.com/used-cars/ valid
http:/ /www.good.com/ invalid
http:/ fwww.estatesmall.com/ invalid
http://maps.google.com/ invalid
http:/ fwww.dhingramotors.com/ invalid
http://delphi.com/ invalid
http:/ fwww.cartradeindia.com/buy/usedcars invalid
http:/ /www.autonagar.com/ valid
http:/ /www.usedcars.com/ valid
http:/ /www.drcar.co.in/FeaturedUsedCars.aspx valid
http:/ /www.automartindia.com/ valid
http:/ fwww.carsingh.com/ valid
http:/ fwww. freeads.in/ invalid
http:/ /www.marutitruevalue.com/buy.aspx invalid
http:/ fwww.imdb.com/ valid
http:/ /www.wikipedia.org/ invalid
http:/ fwww.jmdcars.com/usedcars.asp valid
http:/ fwww.]aade.com.tr/ invalid
http:/ fwww.cars24.com/ invalid
httne / fwww. rar?00.cnm £ invalid
Fig 8: Results of Proposed system
Conclusion:

This paper automatically detects the domain specific search interfaces by looking the domain
word, its synonyms , attributes from sample documents and its synonyms from wordnet in the
source code of webpage. The problem of integrating large-scale collections of query interfaces of
the same domain has been designed and developed by transforming a set of interfaces in the

same domain of interest into a global interface. This interface will permit the crawler to fire the
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queries to interfaces of target sites and it also provides users to access information uniformly

from multiple sources of a given domain.
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